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4.3.1 Institution has an IT policy covering Wi-Fi, cyber security, etc., and
allocated budget for updating its IT facilities.

Yes, The IT Policy of the college covers relevant ethical aspects of internet use on
the campus and instructs all stakeholders on how the network facilities of the
college may be used in accordance with the existing laws and regulations of the
nation. Users of network facilities on the campus are required to agree not to use
the same for illegal or unethical activities. They are also required to refrain from
any activities resulting in compromising the data security and integrity of the cyber
infrastructure of the institution. The policy is regularly revised, and the latest
version is available on the college website. Any monetary or other damage arising
from not following the rules stipulated in the policy will be deemed as the liability
of the user responsible for the same.

An IT Policy designed to prevent internal and remote data breaches.
e Maintenance of Server Logs

e Provision for Server Backup

e Provision for Firewall

e Round the clock CCTV monitoring of the Server room
e \Website - Secure Hosting

e Use of Secure Protocols (HTTPS, SSH)

e Use of Official Email Address for all communications



e Secure Database for Exam Purposes - Question Paper Bank Database is
Encrypted

e Secure login portal for ERP Software

e Individual Login Credentials for Staff and Students

e Licensed Software and Policy to Promote Free and Open-Source Software

IT Facilities provided by college.

The college has provided sufficient I.T. infrastructure for the students. It
included 14 high- tech computer laboratories with more than 814 computers
with LAN and internet services through wireless connectivity, LCD projector
system, hardware and software, digital camera, printers, scanners, plotters,
photocopying machines etc.

There are 32 parallel classrooms equipped with LCD screens, projectors with
desktop at teacher's desk.

The college has complete Wi-Fi connectivity.

NRC equipped with 40 LANED computers.

Out of 7245 students, 1198 students are PG students. These students are
provided with the IT facility as per their demand.

Out of 7245 Students, 2226 Students are pursuing computer and IT programs.
For these students the college provides computer facilities with the computer-
Student ratio of 1:1.80. Hence these Students utilize IT facility fully. Around
2132 science stream students use computer with the ratio 1:2.83 the remaining
student who belong to arts and commerce stream use computer with the ratio
1:8.9.
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